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1. What knowledge/expertise that you have to consider Human Capital of your organization? 

Cyber Threat Intelligence (CTI) is a new skill in information security field that looks at the possible future 

attacks that can happen in the company. I think this is a very important skill because only a few people 

are capable of conducting CTI because mostly rely on security hardware like firewalls, intrusion detection 

systems (IDS), anti-virus and the like. CTI is an art and a science because it involves creating your own 

knowledgebase and continuously studying and analyzing patterns of logs to determine possible that are 

occurring or will be occurring in your company. 

We started the initiative already because there are a lot of data and logs in the company that can be used 

to detect if there are unusual traffic in the IT infrastructure. The initial initiative has a very good feedback 

and the leadership group of the department is looking at the idea of incorporating CTI in the different 

technical posts.        

2. Cite concrete situation of putting these knowledge into best practice. 

There are very few employees who are interested in studying and analyzing patterns of idea and coming 

out with a conclusion that there are stealthy attacks that are happening in the company. Known attacks 

are already detected by proprietary security solutions. 

One instance that I have applied CTI is that I’ve noticed a daily connection to our company from a random 

IP every 11:00am EST (which is 11pm in PH Time). I became curious why there’s only one connection at 

one random port. I browsed the previous logs and found that the same IP visited random ports on a 

different day. Then I made a month long report and found out that the same IP has been probing our 

company one port a day. It’s quite sinister but at the same time fulfilling to uncover covert attacks that 

the security solutions cannot detect. We later on blocked that IP and created our own rule that detects 

that kind of unusual pattern.  

Note: This is not actually part of my initial role in the organization. Proactively looking for attacks require 

familiarity with technologies and the culture of the company. At the same time, it requires patience and 

dedication because you are proactively looking for attacks and not reacting when attacks are happening. 

In short, conducting CTI is quite freestyle.  



 

3. Corollary to numbers 1 & 2, explicitly structure the process of transforming these knowledge/expertise to best practice. (You can use 

models, diagrams, graphs and the like if you want to… feel free to innovate… be liberated.) 

 

 Technical Skills 

- Device configuration and 

administration 

Familiarity of Company Culture 

- Routine 

- Behavior 

Analytical Skills 

- Logic 

- Critical Thinking 

- Investigative Skills 

Cyber Threat Intelligence (CTI) 

Knowledge 

- Investigate logs, patterns, 

heuristics, correlation 

Validation 

- Legitimacy 

- False positives? 

Action 

- Create rules 

- Modify policy 

Documentation 

- Update and share 

knowledge 


