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ABSTRACT
There is a newly found vulnerability existing in the bash for years that can cause a great harm
to UNIX and Linux users. First disclosed in 2014, CVE-2014-6271, or commonly known as
Shellshock, gives the attacker the capability to execute unwanted commands to a computer or a
server, leak confidential information, and even take control of a system. There exists commands
that can check whether a system is vulnerable or not. A demonstration of Shellshock exploit was
being presented using two virtual machines, and has been seen and found out how devastating
Shellshock would be if taken for granted. Therefore, it is very important to patch the systems
right away and keep the system up-to-date to prevent Shellshock exploit.
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BACKGROUND
The Bourne-again Shell (bash) is the commonly used program in Linux – from logging in up
to executing commands, either in one host computer or network of computers. It listens for the
commands specified by the user, then it starts the process specified by the user through the
commands, and returns the results back to the terminal of the user. The bash has a lot of
capabilities, not only command execution, but also running scripts written by a user.
It was September 24, 2014 when Akamai security expert Stephane Chazelas discovered the
flaw that leaves the Linux, OS X, UNIX-like systems, and old devices vulnerable to attacks.
Commonly known as “Shellshock” and “Bashdoor”, CVE-2014-6271 allows attackers to
remotely access any vulnerable device and execute arbitrary commands, giving the capability to
execute commands of choice to target machines and/or target processes. This vulnerability was
rated by the National Institute of Standards and Technology the severity of this remotely
exploited vulnerability as 10 on their 10-point scale, and affects GNU bash versions up to 4.3.

PRESENTATION AND DEMONSTRATION

The System: Vulnerable or not?
It has been believed that Shellshock vulnerability was present in the bash for years, since it
affects old and outdated machines. A test in the bash shell will check if the system is vulnerable
or not. Figure 1 shows the code to test the system. After the command is being executed, it will
show if the system is vulnerable, as seen in Figure 2; or not, shown in Figure 3.

Fig 1. Shellshock checker

Fig. 2. This Linux OS is vulnerable to Shellshock.

Fig. 3. This Linux OS is not vulnerable to Shellshock.

Presentation
Two virtual machines was being ran on a computer. The first one, A, vulnerable to
Shellshock, is acting as a server. The second virtual machine, B, is the terminal of the attacker.
First, B scans for the IP addresses in the network.

A was being accessed by B through the command-line. Since the attacker was aware that A is
vulnerable to Shellshock, the connectivity will be tested from the terminal to A.

Since the attacker was able to list all the information in the server, the attacker has the
capability to probe into the server, list and read all the files, even execution of unwanted
processes, or deploying a spyware, or a backdoor.

CONCLUSIONS AND RECOMMENDATIONS
It has been evident that Shellshock is devastating to servers, Linux terminals, Mac OSX users,
and other old and outdated IoT machines. Giving the attacker the capability to execute
commands beyond the knowledge of the user that is vulnerable to Shellshock can cause severe
problems, for instance, extraction of confidential files that can lead to alteration of data, or data
leakage; and even control the system or the server itself.
It is highly recommended to update the bash shells to its latest update, depending on the type
of Linux OS being used. There are improved patches to prevent Shellshock exploit to computers
or servers. In addition, keeping the operating system up-to-date can help prevent Shellshock.
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