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Background of the Study

What is Heartbleed?
It is a serious vulnerability in the popular OpenSSL cryptographic software library. This weakness
allows stealing the information protected, under normal conditions, by the SSL/TLS encryption used to
secure the Internet. SSL/TLS provides communication security and privacy over the Internet for applications
such as web, email, instant messaging (IM) and some virtual private networks (VPNs).
The Heartbleed bug allows anyone on the Internet to read the memory of the systems protected
by the vulnerable versions of the OpenSSL software. This compromises the secret keys used to identify the
service providers and to encrypt the traffic, the names and passwords of the users and the actual content.
This allows attackers to eavesdrop on communications, steal data directly from the services and users and
to impersonate services and users.
The features of the Heartbleed bug that make it unique include:


Any Heartbleed-based attacks are not readily traceable. Because the problem has existed
for two years, most server operators using a vulnerable version of OpenSSL likely don’t
have enough logs/monitoring to determine whether a site was compromised.



The potential impact of the Heartbleed bug vulnerability is difficult to measure. The
Heartbleed bug was included in the 1.0.1 release of OpenSSL on March 14, 2012 and was
included in each additional release through the OpenSSL 1.0.1f release.



The Heartbleed attack does not rely on other vulnerabilities to compromise a site. Often,
attacks necessitate that the attacker first exploit a weak security practice to get a foothold
in a system.



The internet and security communities pushed OpenSSL 1.0.1 and subsequent releases
because they included TLS 1.1 and 1.2 which contained fixes for vulnerabilities to other
attacks in TLS 1.0, such as the BEAST (Browser Exploit against SSL/TLS) attack.

Affected System/s:





OpenSSL 1.0.1 through 1.0.1f (inclusive) are vulnerable
OpenSSL 1.0.1g is NOT vulnerable
OpenSSL 1.0.0 branch is NOT vulnerable
OpenSSL 0.9.8 branch is NOT vulnerable

Solution/s:
1.
2.
3.
4.

Upgrade your server to the latest version of OpenSSL (version 1.0.1g or later).
Rekey, reissue, and then revoke all certificates used with the vulnerable version of OpenSSL.
Periodically change passwords.
Use multiple passwords to ensure that a compromise of account of one site will not lead to a
compromise of multiple accounts associated with the same account information like email or
username.

Vulnerability Testing
Technologies, programs, and languages used in demo testing:








Laptop (Windows 8.1, Windows 10)
Virtual Machine (Linux OS)
Network Mapper (Nmap)
Command Prompt window
Python Programming Language
Perl Programming Language
Chosen website for testing (worthytoshare.com)

Screenshots:

Conclusion/s:
We are talking here about a bug discovered in the authenticating layer of OpenSSL, an open code
installed in some four million servers, of which a certain proportion use the affected version. Heartbeat
refers to a procedure within the management of encrypted or secure connections that the server uses to
verify that the connection remains open after having carried out the password exchange, or handshake.
This is a way of avoiding the connection closing and having to start the password process all over again.
This is very serious stuff, particularly if we remember that the problem could have been around for
some time and affects services that we all use. Aside from the possibility that criminals may have used it,
which is not very likely, we are probably talking here about vulnerabilities that have been
used systematically by some security agencies to access online encrypted information along the lines of the
issues revealed by Edward Snowden about the NSA’s ability to penetrate encrypted servers.
Aside from recommending that you use one of the many tests available before carrying out any
transaction to make sure that the server you are using has been updated to avoid this risk, and that you
pay attention to the password change recommendations of the services that you use, We generally assume
that code failures are more apparent and easier to correct the more open they are, the more eyes are on
them. In this case, we are talking about a mistake that nobody spotted, or if they did, they preferred to
keep it to themselves, giving them a master key that allowed them unpermitted access to sites.
Here's what you can do to make sure your information is protected, according to security experts
contacted by CNET:
1. Do not log into accounts from afflicted sites until you're sure the company has patched the problem.
If the company hasn't been forthcoming -- confirming a fix or keeping you up to date with progress
-- reach out to its customer service teams for information, said John Miller, security research
manager for TrustWave, a security and compliance firm.
2. Once you've got confirmation of a security patch, change passwords of sensitive accounts like banks
and email first. Even if you've implemented two-factor authentication -- which, in addition to a
password asks for another piece of identifying information, like a code that's been texted to you -changing that password is recommended.
3. Don't be shy about reaching out to small businesses that have your data to make sure they are
secure. While the high-profile companies like Yahoo and Imgur certainly know about the problem,
small businesses might not even be aware of it, said TrustWave's Miller. Be proactive about making
sure your information is safe.
4. Keep a close eye on financial statements for the next few days. Because attackers can access a
server's memory for credit card information, it wouldn't hurt to be on the lookout for unfamiliar
charges on your bank statements.
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