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 2014 vulnerabilities that were 
published in the headlines. 

 From fiction to non-fiction 
 Day-to-day issues encountered 

in the industry.  

















April 2014 



 Security bug in OpenSSL cryptography 
library. 

 Results from improper input validation. 
 Registered under CVE-2014-0160. 
 Discovered by Canadian Cyber Incident 

Response Centre. 
 Approx. half a million web servers are 

affected.  



 Heartbeat – extension for keep alive of secure 
communications 

 Problem: No bounds checking  
 
Status of different versions: 

 
 OpenSSL 1.0.1 through 1.0.1f (inclusive) are 

vulnerable 
 OpenSSL 1.0.1g is NOT vulnerable 
 OpenSSL 1.0.0 branch is NOT vulnerable 
 OpenSSL 0.9.8 branch is NOT vulnerable 
 



 



 



September 2014 



 Security bug used in UNIX bash shell 
 Allows attacker to execute arbitrary 

commands remotely to vulnerable versions. 
 Registered under CVE-2014-627. 

 



 Affected systems: 

 Linux, BSD, and Mac OS X distributions 

 All unpatched Bash versions between 1.14 
through 4.3 (i.e. all releases until now) are at risk. 

 
Test on your system: 
env 'VAR=() { :;}; echo Bash is vulnerable!' 

'FUNCTION()=() { :;}; echo Bash is vulnerable!' 
bash -c "echo Bash Test" 



 



 Update Bash version. 







 Talks about artificial intelligence 
 Computer can decide on its own. 
 Includes computer vision 



 



 Continuation of Daemon 
 Part in the story where eyeglasses 

are used to check on people’s status. 



 



 About unmanned flying machines. 
 Drone warfare 
 Swarm intelligence 
 Ethical line in reconnaissance and privacy 

issues. 



 





 Companies are starting to move their 
infrastructure in the cloud. 

 Caveats:  

 You lack control of the infrastructure. 

 You rely on a third-party implementation. 



 Reality: Smart devices are 
getting smaller and smaller 
yet more powerful than 
before. 

 Caveats: 
 How will companies react? 

Should they suppress the use of 
these devices? 

 What are the threats of these 
smart devices? 



 Issues on taking response when a security 
issue is reported. 

 For example, BayanPatrol, Hulicam etc. 
 What should be the process for incident 

response? 



 Are we being watched? 



 Explore the cybercrimes 
 Create meaningful laws that 

would “really” benefit the public. 
 Public, specifically Filipinos, must 

be protected when transacting 
online. 




